Hactpoiika PPPoE n WiFi-ceTu na poyrtepe
ELTEX RG-35-Wac

1. BxkutouuTte poytep, noakiaounte MuTepHeT-kabenb ATK k pazbemy « WAN» (pazbeM CHHETO
I[BETA) HA pOyTepe.

2. Ha xommbroTepe, B CIMCKe JOCTYMHBIX [T moakitodeHust Wi-Fi cetel, BeiOepute ceTh
«EltexWiFi2.4G» (nmm «EltexWiFi5G») n monkirounTech K Hell (CETh OTKpBITas,
noJKIroueHue 6e3 mapos). PekoMeHayeM ycTaHOBUTH Tanouky «llonkmodarscs
ABTOMAaTHUYECKI.

3. 3amycture Opay3ep u Habepute B aapecHoit crpoke: 192.168.1.1

4. B mosiBEBIIEMCSI OKHE Ha 3alIpOC IMEHH U TIapoJsl BBenuTe nMs: admin 1 mapods:
password. OTtkpoercs maBHas crpanuna web-unrepdeiica poyrepa:
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_ Wi-Fi Wi-Fi .
Hacrtpo#ka 2.4y 5Ty TCP/NP IPvE Firewall AgMmuHWCTpMpOBaHwe uUsB

06 ycTpoiicTBe

Macrep 06 VCTPOI‘;ICTBE
HacTpoONKH

Ha 3T0ii cTpaHuMLe cobpaHsl OCHOBHLIE CBEAEHUA O KoHpUrypaluun ycTpoiicTea. [inA OsicTpoi

Pexum paborbi HacTPOAKN YCTPOACTEA BOCMOMNbL3YATECH MACTEPOM HACTPORKM.

WMhgopmaLua of ycTpoRcTee:

Bepcua Mo 1.5.0-b585

AnnapartHan sepcua RG-35-Wac 1.3 VI14F000885

WAN

PeRum padoTsl W03

MAC-aapec aB:f9-4b:2d:1f:7

|P-afpec 10132617 DHCP

Macka nogceTu 2552552550

OcHoBHO W03 10.132.6.254

DNS-cepsepsl 62.192.224 249 62.192.255.242

CKOpPOCTH COEMHEHNA 100M Full-Duplex
192.168.1.1/sub_menu_tepip.htm -

5. Ha maBHoii cTpanuie mnepeiaute Ha BKIaaky « TCP/IPy, B ieBoi 4acTu 3KpaHa BEIOCPHUTE
nyHKT « WAN uHTepdeiic» 1 HacTpoiiTe ero cienyromum oopazom: Tun WAN-
noakoueHus - «PPPoEy; Msa nons3oBaTesns 1 naposib - B COOTBETCTBUH C BbIIAHHBIM
Bam xommanueit ATK GiankoM-3aka3oMm.
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- Wi-Fi Wi-Fi -
HacTtpolika 2.4rTy 5y TCPI/IP IPvé Firewall AQMWHMCTpUpOBaHWe UsB

LAN unTepdeiic Hactpoiika WAN uHTepcpeica

WAN uHTepdeiic Ha 370 CTpaHuLe Bbl MOXKETE HaCTPONTL NapameTpsl JOCTYNa K CeTH VIHTepHeT.

VLAN mnHTepdenc
Tun WAN-nogkmoyeHua PPPoE -
VIMA none3ogatenA: e
Mapons: e

Service Name

THN NOAKMIOYEHUA MocToRHHoE -
BpemMA oTKNIYEHUA NpH

npocToe 5 (11000 MUHYT)
Pasmep MTU: 1492 (1360-1492 GaiiT)

[ IPTV yepes PPPOE
® OuHamuyeckuit IP (DHCP)

O Cratnueckuit IP




6. Bnu3sy crpanuibl HAXXMUTE KHONIKY «COXpaHUTHY.
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HacTtpolika 2“2;'“' i TCPIIP IPv6 Firewall AgMWHMCTpUpOBaHWe UsSB

o 13MEHUTL NOPT AOCTYNA:
LAN uHTepdeiic ? v

_ () BkntoumTe doctyn no telnet
WAN unTepdeiic Acemy
VI3MEHHTL NOPT focTyNa

23
VLAN uHTepdeiic telnet

[} McnonbaosaTh cnMcok paspeluentbix |P-aapecas ANg 4ocTyna na WAN

TNokanexsit IP-agpec MpoToxen KommenTapui Bribpate
IP agpec:

MpoTokon: TCP/UDP -

KommeHTapuit:

[obaenTe ¥ CoxpaHuTs YnanuTs BeIDpaHHsle YaanuTs Bce

&

BrntoumnTe npodpoc Tpaduka IPsec

)

BrnioumnTs npoBpoc Tpaduka PPTP

=

BKMIOYHTL NPOGPOC Tpapuka L2TP

CoxpaHuTb (o GEETT RN CITEETS  COpoCKTL M3MEHEHHA

7. Ilpuctymaem k HacTporike Wi-Fi: Ha Brimanke « Wi-Fi 2,4l 'tii» B pa3aene «OcHOBHBIE
HacTpoikmuy», B myHKTe «Mms cetu (SSID)»: BMmecTo «EltexWiFi2.4Gy» npuaymaiite u
BBenuTe M Bamel qomamHend Wi-Fi cetn (Hanmpumep: HomeWiFil23)
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Hacrpoiika 2.4TTu 5[ TCP/IP IPv6 Firewall AaMWHMCTpUpOBaHWe UsSB

OcHOBHLIE OCHOBHbIe HAcCTPOIKKU GecnpoBoAHOro UHTepdelica 2.4y
HACTPOHKH

3Ta cTpaHMua NpefHasHayeHa Ans HacTpoikk napameTpor Wi-Fi cetu.

PacwunpeHHbie
BesonacHocThb . .
) OTkn04MTE WLAN MHTEpdERC
YnpaBneHue
ocTynom
- Y YacTOTHBINA MANa30H: 2.4 GHz (B+G+N) -
BecnpoBogHOM i
MocT Pewum padoThl: AP -
WPS Wma cetu (SSID): HomeWwiFi123|
Pacnucanue [lobaBuTe K npodunio
LnpuHa KaHana: 20MHz -
Kanan: Auto -
CHpblBaTh MMA CETH (SSID): Het -
BKNOYNT pexui Wi-Fi Multimedia (W), BranoweHo -
CHOpOCTE: Auto - -

8. BHI/I3y CTpaHUIbI HAZKMHUTC KHOIIKY «COXpaHI/ITB».



9. B pasnene «be3omacHOCTY, BEIOEpUTE METOA MTPOBEPKH MONTMHHOCTH « WPA2», a B
nyHkre «Kitouy - npuaymaiite u BBeaure Kirod it Bameit Wi-Fi cetu (8 cumBooB,
HanpuMmep: 24042018). 3anoMHUTE UK 3aUIINATE 3TOT KJIk0Y!
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Wi-Fi Wi-Fi
24Ty 5y

OcHOBHEIE HacTpoika napameTpoB 6e30nacHOCTU ANA UHTepcpelica 2.4y
HACTPOMKH

Hactponka TCP/IP IPv6 Firewall AOMHHMCTpMpOBaHMe UsB

NaHHble HacTpoiiku no3eonalT Bam 3aaate napameTpsl GesonacHocT. Boibop Tvna wudpoBarns

PacwnpenHbie NOMOKET BaM NpefoTBPATUTE HECAHKLNOHMPOBAHHLIA AOCTYN K Balel GeCNpoBOHOA CeTH.
EesonacHocTb
YnpaBneHue BuiGepuTe SSID: Root AP - HomeWiFi123 -
AOoCTYNOM
= COXpaHuTL (COGERT RNV ER S COPOCUTL M3MEHEHUA
BbecnpoBogHo#
MocT
063op ceTei \eTon nposepkit WPA2 -
NOANMHHOCTH:
WPS
IMeTon ayTeHTHEUKALMM: © Enterprise (RADIUS) ® Personal (Pre-Shared Key)
Pacnucanune
Tun WwhdposaHna WPAZ. TKIP ¢ AES
3aumTa y!
kaapos ® B 0 ) OnuuoHanbHas ' OOR3aTenbHan
BOpMaT KNnioYa: Passphrase -

10. Haxxmute kHONIKY «COXpaHUTBY.

11. Ha Bxnagke «Wi-Fi SI'T» B paznene «OCHOBHBIC HACTPOMKMY», B IyHKTE «MMs ceTn
(SSID): Bmecto «EltexWiFi5G» npunymaiite u BBenute ums Baeit nomamseit Wi-Fi cetn
(manpumep: HomeWiFil23 5G)
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Wi-Fi Wi-Fi
24Ty 5Mry

OcHOBHEIE OCcHOBHbIe HacTpolku GecnpoBoAHoro HTepdelica 5y
HacTpoWKKH

Hactpoiika TCPIIP IPv6 Firewall AnmuHMCTpupOBaHWe usB

3Ta cTpaHuua npeaHasHaqeHa AnsA HacTpoiky napameTtpos Wi-Fi cetu.

PacwnpeHHble
BesonacHocTb - N
L OTkntounTs WLAN uHTEpMEIiC
YnpaBneHue
ocTynoM
— YacToTHbIi Aanason: 5 GHz (A+N+AC) -
BecnpoBogHo#
MocT Pexum padoThl: AP -
WPS Wms cetn (SSID). HomeWiFi123_5G
PacnucaHue JlobasuTs k npodunio
UnpuHa kaHana: 20MHz -
Kanan: Auto(DFS) -
CKpbIBATL HMA CETH (SSID): Het -
BrntounTe pexum Wi-Fi Multimedia (WIM). BrnoueHo -
CHKOPOCTL: Auto - -

12. Haxxmute kHONIKY «COXpaHUTBY.



13. B paznene «be3onacHOCTb», BBIOEpUTE METOJI MPOBEPKU NOATUHHOCTH « WPA2», a B
nyHkte «Kirouy - mpumymaiite u BBeaute Kirod it Bameit Wi-Fi cetu (8 cumBomoB,
Hanpumep 24042018). 3anoMHUTE UK 3aMUIIATE 3TOT KiIto4!
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AELTEX

_ WiFi | Wi-Fi
HacTpoika 5 4rry 5rry

TCP/IP IPv6 Firewall AgMuHMCTpMpOBaHue UsB

OcHOBHBIE

HacTpoMKK Beibepute SSID: Root AP - EltexWiFi5G -

PacwnpeHHble
(O GERT S REINEET S COpOCUTE M3MEHEHWA
BesonacHocTb
Ynpaenenune MeTo,
4 NpoBEPKH
AOCTYNOM NOANMHHOCTH WPA2 e
Bec“z‘;z:““”" IMeTon ayTeHTudMkaUMn: O Enterprise (RADIUS) @ Personal (Pre-Shared Key)
Tun wudposaHna WPAZ2 TKIP ¥ AES

06G3op ceTer
3alyuTa ynpasnaowMx

® @ Q@
¥anpos * BoiknwuyeHo ' OnuuoHansHas O ObasatensHas

WPS
DOpMAaT KntoHa: Passphrase -

Pacnucanune

14. Haxxmute kHOnKy «CoxpaHuTh U [IpuMeHUTHY.
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= Wi-Fi Wi-Fi -
Hacrpo#ka 2.4rTy 5[y TCPIIP IPv6 Firewall AgmuHMCTpMpOBaHWe usB

HacTpowku ycnewHo nimMeHeHbI!

OCHOBHbIE
HacTpoWKH

PacumpeHHble

He BbiknoYaiTe YCTPOMCTBO.

BesonacHocThe -
Moxanyiicta, nogoxauTe 20 CeKyHA ...

YnpasneHue
AOCTYNOM

BecnpoBogHoOW
mocT

OGsop ceTen

WPS

Pacnucanne

15. Tocne coxpaHeHHsI HACTPOEK pOyTepa, Ha KOMITBIOTEPE MM cMapT(OHE B CIHICKE
JOCTYTIHBIX JUIs moakiroueHus Wi-Fi cereit HeoOxoanmo BbIOpath cozgannyto Wi-Fi-ceTs (B
Hamem npumepe HomeWiFi123 wim HomeWiFi123 5G - ecnu Bamie ycTpoiicTBo paboTaer
B Avana3one SITI) ¥ NOAKIIIOYUTECS K Hel C MOMOIIBIO yCTaHOBICHHOTO Bamu B
HAcCTpoMKax poyTepa Kkiroda (B HameMm mpumepe 24042018). [Ipu nonkmroueHnn
PEKOMEH/IyeM YCTaHOBUTH rayiouky «lloakimouaTbcs aBTOMAaTHUECKI.

16. HacTpotika okoHYE€Ha, MOXKHO TIPUCTYIUTH K 0030py UHTEpHET.



